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DU LLM International Law,  « Cyber Law »

Duration: 2.5 hrs x 6 weeks.

Upon completion of this course, students will demonstrate their ability to:
· Understand the specificities of cyberspace: architecture, actors, threats, geopolitical context, etc.
· Understand and apply the rules of general international law to cyberoperations.
·  Analyze the legal difficulties of applying international law to cyberoperations.
· Understand the UN processes and other international processes related to cyber issues.  

Syllabus 

Course 1: Introduction to cyber law 

The objective of the course is to understand the nature of cyberspace, the nature of the threats and the geopolitical surrounding states and non-state actors behaviours in cyberspace. 

Readings: 
· Ben Buchanan, The Hacker and the State: Cyber Attacks and the New Normal of Geopolitics, Cambridge, MA: Harvard University Press, 2020.
· Frédérick Douzet, Alix Desforges, « Du cyberespace à la datasphère. Le nouveau front pionnier de la géographie »,  Netcom, vol. 32, n°2, 2018, 87-108. 
· Maryline Grange, Anne-Thida Norodom (eds.), Cyberattaques et droit international. Problèmes choisis, Paris : Pedone, 2019.
· Joanna Kulesza, International Internet Law, London: Routledge, 2013. 


Course 2: The international governance of cyberspace 

The objective of the course is to provide an overview of the international bodies involved in Internet governance and cyber diplomacy. 

Readings: 
· Video on Internet governance: https://eurossig.eu/eurossig/2020-edition/self-study/.
· Patrick Jacob, « La gouvernance de l’Internet du point de vue du droit international public », A.F.D.I., vol. 56, 2010, 543-563. 
· Tim Maurer, Cyber Norms Emergence at the United Nations – An Analysis of the Activities at the UN Regarding Cyber Security, Belfer Center for Science and International Affairs, 2011.  
· Christian Ruhl, Dunca Hollis, Wyatt Hoffman, Tim Maurer, Cyberspace and Geopolitics: Assessing Global Cybersecurity Norm Processes at a Crossroads, Washington DC: Carnegie Endowment for International Peace, 2020.
· François Delerue, Frédérick Douzet, Aude Géry, The Geopolitical Representations of International Law in the International Negociations on the Security and Stability of Cyberspace. Brussels, Paris: EU Cyber Direct, IRSEM, 2020.

Course 3: States’ international responsibility for cyberoperations (Part 1)

The objective of the course is to understand how rules of general international law apply to cyberoperations; the issues of interpretation raised by the characteristics of cyberspace; State’s views on the interpretation of international law to cyberoperations; and the legal remedies available when a State commits an internationally wrongful acts in cyberspace. 

Readings: 
· François Delerue, Cyber Operations and International Law, Cambridge: Cambridge University Press, 2020
· Michael N. Schmitt, Liis Vihul (eds.), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, Cambridge: Cambridge University Press, 2017.

Course 4: States’ international responsibility for cyberoperations (Part 2)

The objective of the course is to understand how cyber operations can be attributed to States, both from a technical and legal perspectives, and the problems raised by the characteristics of cyberspace. The different aspects of attribution, including States’ practice on public attributions, are also introduced. 

Readings: 
· François Delerue, Cyber Operations and International Law, Cambridge: Cambridge University Press, 2020
· Michael N. Schmitt, Liis Vihul (eds.), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, Cambridge: Cambridge University Press, 2017.
· Duncan Hollis, Martha Finnemore, “Beyond Naming and Shaming: Accusations and International Law in Cybersecurity”, E.J.I.L., vol. 31, n°3 2020, 969-1003. 
· Tomohiro Mikanagi, Kubo Mačák, “Attribution of cyber operations: an international law perspective on the Park Jin Hyok Case”, Cambridge International Law Journal, vol. 9, n°1, 2020, 51-75. 
· Nicholas Tsagourias, Michael Farrell, “Cyber Attribution: Technical and Legal Approaches and Challenges”, E.J.I.L., vol. 31, n°3 2020, 941-967.

Course 5: Cyber weapons proliferation and international law 

The objective of the course is to understand the limits of a disarmament approach to counter cyber weapons proliferation and to look at the rules and branches of international law that can participate in cyber weapons counter-proliferation. The course picks up elements from all previous courses and offers the opportunity to study them in the context of cyber weapons proliferation. 

Readings: 
· Dorothy Dennings, “Reflection on Cyberweapons Controls”, Computer Security Journal, vol. XVI, n°4, 2000, 43-53.
· Aude Géry, « Droit international et prolifération des cyberarmes », Politique Etrangère, 2018/2, 43-54.  
· Trey Herr, “Malware Counter-Proliferation and the Wassenaar Arrangement”, in Nikolaos Pissanidis, Henry Rõigas, Matthijs Veenendaal (eds.), Proceedings of the 8th International Conference on Cyber Conflict, NATO CCD COE Publications, 2016, 175-190.
· Trey Herr, Countering the Proliferation of Malware. Targeting the Vulnerability Lifecycle, Belfer Center for Science and International Affairs, 2017.


Course 6: Exam corrections and wrap-up of the course 

The last course is dedicated to the correction of the exam that students sent. 

